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CHAPTER
ONE

GETTING STARTED

1.1 Scalable Architecture and APIs

OpenNebula has been designed to be easily adapted to any infrastructure and easily extended with new components.
The result is a modular system that can implement a variety of Cloud architectures and can interface with multiple dat-
acenter services. In this Guide we review the main interfaces of OpenNebula, their use and give pointers to additional
documentation for each one.

We have classified the interfaces in two categories: end-user cloud and system interfaces. Cloud interfaces are primary
used to develop tools targeted to the end-user, and they provide a high level abstraction of the functionality provided
by the Cloud. On the other hand, the system interfaces expose the full functionality of OpenNebula and are mainly
used to adapt and tune the behavior of OpenNebula to the target infrastructure.
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1.1.1 1. Cloud Interfaces

Cloud interfaces enable you to manage virtual machines, networks and images through a simple and easy-to-use REST
API. The Cloud interfaces hide most of the complexity of a Cloud and are specially suited for end-users. OpenNebula
implements two different interfaces, namely:

* EC2-Query API. OpenNebula implements the functionality offered by the Amazon’s EC2 API, mainly those
related to virtual machine management. In this way, you can use any EC2 Query tool to access your OpenNebula
Cloud.

¢ OCCI-OGF. The OpenNebula OCCI API is a RESTful service to create, control and monitor cloud resources
using an implementation of the OGF OCCI API specification based on the draft 0.8

Use the cloud interface if... you are developing portals, tools or specialized solutions for end-users.

You can find more information at... EC2-Query reference, and OCCI reference guides.
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1.1.2 2. System Interfaces

2.1. The OpenNebula XML-RPC Interface

The XML-RPC interface is the primary interface for OpenNebula, and it exposes all the functionality to interface
the OpenNebula daemon. Through the XML-RPC interface you can control and manage any OpenNebula resource,
including virtual machines, networks, images, users, hosts and clusters.

Use the XML-RPC interface if... you are developing specialized libraries for Cloud applications or you need a low-level
interface with the OpenNebula core.

You can find more information at... XML-RPC reference guide.

2.2. The OpenNebula Cloud API (OCA)

The OpenNebula Cloud API provides a simplified and convenient way to interface the OpenNebula core. The OCA
interfaces exposes the same functionality as that of the XML-RPC interface. OpenNebula includes two language
bindings for OCA: Ruby and JAVA.

Use the OCA interface if... you are developing advanced IaaS tools that need full access to the OpenNebula function-
ality.

You can find more information at... OCA-Ruby reference guide and the OCA-JAVA reference guide.

2.3. The OpenNebula Drivers Interfaces
The interactions between OpenNebula and the Cloud infrastructure are performed by specific drivers each one ad-
dressing a particular area:

¢ Storage. The OpenNebula core issue abstract storage operations (e.g. clone or delete) that are implemented by
specific programs that can be replaced or modified to interface special storage backends and file-systems.

¢ Virtualization. The interaction with the hypervisors are also implemented with custom programs to boot, stop
or migrate a virtual machine. This allows you to specialize each VM operation so to perform custom operations.

¢ Monitoring. Monitoring information is also gathered by external probes. You can add additional probes to
include custom monitoring metrics that can be later used to allocate virtual machines or for accounting purposes

¢ Authorization. OpenNebula can be also configured to use an external program to authorize and authenticate
user requests. In this way, you can implement any access policy to Cloud resources.

» Networking the hypervisor is also prepared with the network configuration for each Virtual Machine.

Use the driver interfaces if... you need OpenNebula to interface any specific storage, virtualization, monitoring or
authorization system already deployed in your datacenter or to tune the behavior of the standard OpenNebula drivers.

You can find more information at... the virtualization system,storage system, the information system, the authentication
system and network system guides.

2.4. The OpenNebula DataBase

OpenNebula saves its state and lots of accounting information in a persistent data-base. OpenNebula can use MySQL
or SQLite database that can be easily interfaced with any of DB tool.

Use the OpenNebula DB if... you need to generate custom accounting or billing reports.

1.1. Scalable Architecture and APIs 3



OpenNebula 4.4 Integration Guide,

4 Chapter 1. Getting Started



CHAPTER
TWO

CLOUD INTERFACES

2.1 OpenNebula OCCI Specification

2.1.1 Overview

The OpenNebula OCCI API is a RESTful service to create, control and monitor cloud resources using an implemen-
tation of the OGF OCCI API specification based on the draft 0.8. This implementation also includes some extensions,
requested by the community, to support OpenNebula specific functionality. There are two types of resources that
resemble the basic entities managed by the OpenNebula system, namely:

* Pool Resources (PR): Represents a collection of elements owned by a given user. In particular five collections
are defined:

<COLLECTIONS>
<COMPUTE_COLLECTION href="http://localhost:4567/compute">
<INSTANCE_TYPE_COLLECTION href="http://localhost:4567/instance_type">
<NETWORK_COLLECTION href="http://localhost:4567/network">
<STORAGE_COLLECTION href="http://localhost:4567/storage">
<USER_COLLECTION href="http://localhost:4567/user">

</COLLECTIONS>

* Entry Resources (ER): Represents a single entry within a given collection: COMPUTE, NETWORK, STOR-
AGE, INSTANCE_TYPE and USER.

Each one of ERs in the pool are described by an element (e.g. COMPUTE, INSTANCE_TYPE, NETWORK, STORAGE
or USER) with one attribute:

e href, a URI for the ER

<COMPUTE_COLLECTION>
<COMPUTE href="http://www.opennebula.org/compute/310" name="TestVM"/>
<COMPUTE href="http://www.opennebula.org/compute/432" name="Serverl"/>
<COMPUTE href="http://www.opennebula.org/compute/123" name="Server2"/>
</COMPUTE_COLLECTION>

A COMPUTE entry resource can be linked to one or more STORAGE or NETWORK resources and one
INSTANCE_TYPE and USER.
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2.1.2 Authentication & Authorization

User authentication will be HTTP Basic access authentication to comply with REST philosophy. The credentials
passed should be the User name and password. If you are not using the occi tools provided by OpenNebula, the
password has to be SHA1 hashed as well as it is stored in the database instead of using the plain version.

2.1.3 HTTP Headers

The following headers are compulsory:

Content-Length: The size of the Entity Body in octets
Content-Type: application/xml

Uploading images needs HTTP multi part support, and also the following header

Content-Type: multipart/form-data

2.1.4 Return Codes

The OpenNebula Cloud API uses the following subset of HTTP Status codes:

200 OK : The request has succeeded.

201 Created : Request was successful and a new resource has being created

202 Accepted : The request has been accepted for processing, but the processing has not been completed
204 No Content : The request has been accepted for processing, but no info in the response

400 Bad Request : Malformed syntax

401 Unauthorized : Bad authentication

403 Forbidden : Bad authorization

404 Not Found : Resource not found

500 Internal Server Error : The server encountered an unexpected condition which prevented it from fulfilling
the request.

Chapter 2. Cloud Interfaces
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* 501 Not Implemented : The functionality requested is not supported

The methods specified below are described without taking into account 4xx (can be inferred from authorization in-
formation in section above) and 5xx errors (which are method independent). HTTP verbs not defined for a particular
entity will return a 501 Not Implemented.

2.1.5 Resource Representation

Network

The NETWORK element defines a virtual network that interconnects those COMPUTES with a network interface card
attached to that network. The traffic of each network is isolated from any other network, so it constitutes a broadcasting
domain.

The following elements define a NETWORK:
e ID, the uuid of the NETWORK
* NAME describing the NETWORK
* USER link to the USER owner of the NETWORK
* GROUP of the NETWORK
* DESCRIPTION of the NETWORK
* ADDRESS, of the NETWORK
e SIZE, of the network, defaults to C

The elements in bold can be provided in a POST request in order to create a new NETWORK resource based on those
parameters.

Example:

<NETWORK href="http://www.opennebula.org/network/123">
<ID>123</ID>
<NAME>BlueNetwork</NAME>
<USER href="http://www.opennebula.org/user/33" name="cloud_user"/>
<GROUP>cloud_group</GROUP>
<DESCRIPTION>This NETWORK is blue<DESCRIPTION>
<ADDRESS>192.168.0.1</ADDRESS>
<SIZE>C</SIZE>
</NETWORK>

Storage

The STORAGE is a resource containing an operative system or data, to be used as a virtual machine disk:
e ID the uuid of the STORAGE
* NAME describing the STORAGE
* USER link to the USER owner of the STORAGE
* GROUP of the STORAGE
* DESCRIPTION of the STORAGE
e TYPE, type of the image

— 0OS: contains a working operative system

2.1. OpenNebula OCCI Specification 7
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— CDROM: readonly data

— DATABLOCK: storage for data, which can be accessed and modified from different Computes
* SIZE, of the image in MBs
* FSTYPE, in case of DATABLOCK, the type of filesystem desired

The elements in bold can be provided in a POST request in order to create a new NETWORK resource based on those
parameters.

Example:

<STORAGE href="http://www.opennebula.org/storage/123">
<ID>123</ID>
<NAME>Ubuntu Desktop</NAME>
<USER href="http://www.opennebula.org/user/33" name="cloud_user"/>
<GROUP>cloud_group</GROUP>
<DESCRIPTION>Ubuntu 10.04 desktop for students.</DESCRIPTION>
<TYPE>OS</TYPE>
<SIZE>2048</SIZE>
</STORAGE>

Compute

The COMPUTE element defines a virtual machine by specifying its basic configuration attributes such as NIC or DISK.
The following elements define a COMPUTE:

e ID, the uuid of the COMPUTE.

* NAME, describing the COMPUTE.

e USER link to the USER owner of the COMPUTE

* GROUP of the COMPUTE

e CPU number of CPUs of the COMPUTE

e MEMORY MBs of MEMORY of the COMPUTE

¢ INSTANCE_TYPE, ink to a INSTANCE_TYPE resource

e DISK, the block devices attached to the virtual machine.

STORAGE link to a STORAGE resource

TARGET
SAVE_AS link to a STORAGE resource to save the disk image when the COMPUTE is DONE

- TYPE
e NIC, the network interfaces.
— NETWORK link to a NETWORK resource
- IP
- MAC
* CONTEXT, key value pairs to be passed on creation to the COMPUTE.
- KEY1 VALUEI]
- KEY2 VALUE2

8 Chapter 2. Cloud Interfaces
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e STATE, the state of the COMPUTE. This can be one of:
REBOOT |RESET

SUSPENDED RESUME

e

SUSPENDED ACTIVE ~ STOPPED
T EE——
RESUME el TOPPED
/ CANCELTSHU DONE
PENDING DONE
- /,/”
\ .

Example:

<COMPUTE href="http://www.opennebula.org/compute/32">

<ID>32</ID>

<NAME>Web Server</NAME>

<CPU>1</CPU>

<MEMORY>1024</MEMORY >

<USER href="http://0.0.0.0:4567/user/310" name="cloud_user"/>

<GROUP>cloud_group</GROUP>

<INSTANCE_TYPE href="http://0.0.0.0:4567/instance_type/small">small</INSTANCE_TYPE>

<STATE>ACTIVE</STATE>

<DISK>
<STORAGE href="http://www.opennebula.org/storage/34" name="Ubuntul0.04"/>
<TYPE>0S</TYPE>
<TARGET>hda</TARGET>

</DISK>

<DISK>
<STORAGE href="http://www.opennebula.org/storage/24" name="testingDB"/>
<SAVE_AS href="http://www.opennebula.org/storage/54"/>
<TYPE>CDROM</TYPE>
<TARGET>hdc</TARGET>

</DISK>

<NIC>
<NETWORK href="http://www.opennebula.org/network/12" name="Private_ LAN"/>
<MAC>00:ff:72:31:23:17</MAC>
<IP>192.168.0.12</IP>

</NIC>

<NIC>
<NETWORK href="http://www.opennebula.org/network/10" name="Public_IPs"/>
<MAC>00:ff:72:17:20:27</MAC>
<IP>192.168.0.25</1P>

</NIC>

<CONTEXT>
<PUB_KEY>FDASF324DSFA3241DASF</PUB_KEY>

</CONTEXT>

</COMPUTE>

Instance type

An INSTANCE_TYPE specifies the COMPUTE capacity values
* ID, the uuid of the INSTANCE_TYPE.

2.1. OpenNebula OCCI Specification 9
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e CPU number of CPUs of the INSTANCE_TYPE
¢ MEMORY MBs of MEMORY of the INSTANCE_TYPE

NAME, describing the INSTANCE_TYPE.

Example:

<INSTANCE_TYPE href="http://www.opennebula.org/instance_type/small">

<ID>small</ID>
<NAME>small</NAME>
<CPU>1</CPU>
<MEMORY>1024</MEMORY>

</INSTANCE_TYPE>

User

A USER specifies the COMPUTE capacity values

ID, the uuid of the INSTANCE_TYPE.
NAME, describing the INSTANCE_TYPE.
GROUP, fo the USER

QUOTA,

- CPU:

MEMORY:

NUM_VMS:

STORAGE
USAGE,

- CPU:

MEMORY:

NUM_VMS:

STORAGE

Example:

<USER href="http://www.opennebula.org/user/42">

<ID>42</ID>
<NAME>cloud_user</NAME>
<GROUP>cloud_group</GROUP>
<QUOTA>
<CPU>8</CPU>
<MEMORY>4096</MEMORY>
<NUM_VMS>10</NUM_VMS>
<STORAGE>0</STORAGE>
</QUOTA>
<USAGE>
<CPU>2</CPU>
<MEMORY>512</MEMORY>
<NUM_VMS>2</NUM_VMS>
<STORAGE>0</STORAGE>
</USAGE>

</USER>

10
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2.1.6 Request Methods

Method| URL | Meaning / Entity Body Response
GET / List the available collections in | 200 OK: An XML representation of the the available
the cloud. collections in the http body
Network
Metho@RL Meaning / Entity Body Response
GET| /netwqrkist the contents of the NETWORK collection. Optionally a | 200 OK: An XML

verbose param (/network?verbose=true) can be
provided to retrieve an extended version of the collection

representation of the collection
in the http body

POST /netwdr€reate a new NETWORK. An XML representation of a

NETWORK without the ID element should be passed in the
http body

201 Created: An XML
representation of the new
NETWORK with the ID

GET

/netwqr$how the NETWORK resource identified by <id>

200 OK : An XML
representation of the
NETWORK in the http body

PUT

/netwqrpdatéthe NETWORK resource identified by <id>

202 Accepted : The update
request is being process, polling
required to confirm update

DELETEet wqrRBeletethe NETWORK resource identified by <id> 204 No Content:
Storage

MethoRL Meaning / Entity Body Response

GET| /storggkhist the contents of the STORAGE collection. Optionally a 200 OK: An XML

verbose param (/storage?verbose=true) can be
provided to retrieve an extended version of the collection

representation of the collection
in the http body

POST /storgg€reate an new STORAGE. An XML representation of a

STORAGE without the ID element should be passed in the
http body

201 Created: An XML
representation of the new
NETWORK with the ID

GET

/ storggShiow dre STORAGE resource identified by <id>

200 OK : An XML
representation of the
STORAGE in the http body

PUT

/ storggBpdatéthe STORAGE resource identified by <id>

202 Accepted : The update
request is being process, polling
required to confirm update

DELETE: or ggBéletethe STORAGE resource identified by <id>

204 No Content:

2.1. OpenNebula OCCI Specification
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Compute
MethoRL Meaning / Entity Body Response
GET| /computkEist the contents of the COMPUTE collection. Optionally a 200 OK: An XML
verbose param (/compute?verbose=true) can be representation of the pool in the
provided to retrieve an extended version of the collection http body
POST / compyt€reate a new COMPUTE. An XML representation of a 201 Created: An XML
COMPUTE without the ID element should be passed in the representation of the new
http body COMPUTE with the ID
GET| /computShow tie COMPUTE resource identified by <id> 200 OK : An XML
representation of the network in
the http body
PUT| /compytBpdatéthe COMMPUTE resource identified by <id> 202 Accepted : The update
request is being process, polling
required to confirm update
DELETEompytBeletedthe COMPUTE resource identified by <id> 204 No Content: The Network
has been successfully deleted

Instance type

MethodRL

Meaning / Entity Body

Response

GET

/instanciLisgtie contents of the INSTANCE_TYPE collection.

Optionally a verbose param

retrieve an extended version of the collection

(/instance_type?verbose=true) can be provided to

200 OK: An XML
representation of the
collection in the http body

GET /instanceShewdhe<iNSTANCE_TYPE resource identified by <id> 200 OK : An XML
representation of the
INSTANCE_TYPE in the
http body
User
Metho@RL | Meaning / Entity Body Response
GET| /user| List the contents of the USER collection. Optionally a verbose 200 OK: An XML
param (/user?verbose=true) can be provided to retrieve an representation of the
extended version of the collection collection in the http body
GET| /user)/Shaw the USER resource identified by <id> 200 OK : An XML
representation of the
USER in the http body

2.1.7 Implementation Notes

Authentication

It is recommended that the server-client communication is performed over HTTPS to avoid sending user authentication
information in plain text.

12 Chapter 2. Cloud Interfaces
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Notifications

HTTP protocol does not provide means for notification, so this API relies on asynchronous polling to find whether a
RESOURCE update is successful or not.

2.1.8 Examples

2.1. OpenNebula OCCI Specification 13
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CHAPTER
THREE

SYSTEM INTERFACES

3.1 XML-RPC API

This reference documentation describes the xml-rpc methods exposed by OpenNebula. Each description consists of
the method name and the input and output values.

All xml-rpc responses share a common structure.

Type Data Type | Description

ouT Boolean True or false whenever is successful or not.
OUT | String If an error occurs this is the error message.
ouT Int Error code.

The output will always consist of three values. The first and third ones are fixed, but the second one will contain the
String error message only in case of failure. If the method is successful, the returned value may be of another Data

Type.

The Error Code will contain one of the following values:

Value Code Meaning

0x0000 | SUCCESS Success response.

0x0100 | AUTHENTICATION | User could not be authenticated.

0x0200 | AUTHORIZATION User is not authorized to perform the requested action.

0x0400 | NO_EXISTS The requested resource delhost not exist.
0x0800 | ACTION FIXME
0x1000 | XML_RPC_API FIXME
0x2000 | INTERNAL FIXME

Warning: All methods expect a session string associated to the connected user as the first parameter. It has to be
formed with the contents of the ONE_AUTH file, which will be <username>: <password> with the default
‘core’ auth driver.

Warning: Each XML-RPC request has to be authenticated and authorized. See the Auth Subsystem documentation
for more information.

The information strings returned by the one. x . info methods are XML-formatted. The complete XML Schemas
(XSD) reference is included at the end of this page. We encourage you to use the —x option of the command line
interface to collect sample outputs from your own infrastructure.

The methods that accept XML templates require the root element to be TEMPLATE. For instance, this template:

15
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NAME = abc
MEMORY = 1024
ATT1 = valuel

Can be also given to OpenNebula with the following XML:

<TEMPLATE>
<NAME>abc</NAME>
<MEMORY>1024</MEMORY>
<ATT1>valuel</ATT1>
</TEMPLATE>

3.1.1 Authorization Requests Reference

For each XML-RPC request, the session token is authenticated, and after that the Request Manager generates an

authorization request that can include more than one operation. The following tables document these requests.

onevm
onevim command XML-RPC Auth. Request
Method
deploy one.vm.deploy VM:ADMIN HOST:MANAGE
delete boot shutdown suspend hold stop resume one.vm.action VM:MANAGE
release poweroff reboot
resched unresched one.vm.action VM:ADMIN
migrate one.vm.migrate | VM:ADMIN HOST:-MANAGE
disk-snapshot one.vm.savedisk | VM:MANAGE IMAGE:CREATE
disk-attach one.vm.attach VM:MANAGE IMAGE:USE
disk-detach one.vm.detach VM:MANAGE
nic-attach one.vm.attachnic | VM:MANAGE NET:USE
nic-detach one.vm.detachnic| VM:MANAGE
create one.vm.allocate | VM:CREATE IMAGE:USE
NET:USE
show one.vm.info VM:USE
chown chgrp one.vm.chown VM:MANAGE [USER:MANAGE]
[GROUP:USE]
chmod one.vm.chmod VM:<MANAGEADMIN>
rename one.vm.rename VM:MANAGE
snapshot-create one.vm.snapshotcreMM:MANAGE
snapshot-delete one.vm.snapshotdelMdM: MANAGE
snapshot-revert one.vm.snapshotregvM:MANAGE
resize one.vm.resize VM:MANAGE
update one.vm.update VM:MANAGE
recover one.vm.recover VM:ADMIN
list top one.vmpool.info | VM:USE

usually be the scheduler with the oneadmin credentials.

Warning: The deploy action requires the user issuing the command to have VM:ADMIN rights. This user will

The scheduler deploys VMs to the Hosts over which the VM owner has MANAGE rights.

16
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onetemplate

onetemplate command

XML-RPC Method

Auth. Request

update one.template.update TEMPLATE:MANAGE
instantiate one.template.instantiate | TEMPLATE:USE [IMAGE:USE] [NET:USE]
create one.template.allocate TEMPLATE:CREATE
clone one.template.clone TEMPLATE:CREATE TEMPLATE:USE
delete one.template.delete TEMPLATE:MANAGE
show one.template.info TEMPLATE:USE
chown chgrp one.template.chown TEMPLATE:MANAGE [USER:MANAGE] [GROUP:USE]
chmod one.template.chmod TEMPLATE:<MANAGEADMIN
rename one.template.rename TEMPLATE:MANAGE
list top one.templatepool.info TEMPLATE:USE
onehost
onehost command XML-RPC Method | Auth. Request
enable disable one.host.enable HOST:ADMIN
update one.host.update HOST:ADMIN
create one.host.allocate HOST:CREATE
delete one.host.delete HOST:ADMIN
rename one.host.rename HOST:ADMIN
show one.host.info HOST:USE
list top one.hostpool.info HOST:USE

Warning: onehost sync is not performed by the core, it is done by the ruby command onehost.

onecluster

onecluster command

XML-RPC Method

Auth. Request

create one.cluster.allocate CLUSTER:CREATE

delete one.cluster.delete CLUSTER:ADMIN

update one.cluster.update CLUSTER:MANAGE

addhost one.cluster.addhost CLUSTER:ADMIN HOST:ADMIN
delhost one.cluster.delhost CLUSTER:ADMIN HOST:ADMIN
adddatastore one.cluster.adddatastore | CLUSTER:ADMIN DATASTORE:ADMIN
deldatastore one.cluster.deldatastore | CLUSTER:ADMIN DATASTORE:ADMIN
addvnet one.cluster.addvnet CLUSTER:ADMIN NET:ADMIN

delvnet one.cluster.delvnet CLUSTER:ADMIN NET:ADMIN

rename one.cluster.rename CLUSTER:MANAGE

show one.cluster.info CLUSTER:USE

list one.clusterpool.info CLUSTER:USE

3.1. XML-RPC API

17
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onegroup

onegroup command

XML-RPC Method

Auth. Request

create

one.group.allocate

GROUP:CREATE

delete one.group.delete GROUP:ADMIN
show one.group.info GROUP:USE
quota one.group.quota GROUP:ADMIN
list one.grouppool.info GROUP:USE
. one.groupquota.info .
defaultquota one.groupquota.update group
onevnet

onevnet command

XML-RPC Method

Auth. Request

addleases one.vn.addleases NET:MANAGE
rmleases one.vn.rmleases NET:MANAGE
hold one.vn.hold NET:MANAGE
release one.vn.release NET:MANAGE
update one.vn.update NET:MANAGE
create one.vn.allocate NET:CREATE
delete one.vn.delete NET:MANAGE
show one.vn.info NET:USE
chown chgrp one.vn.chown NET:MANAGE [USER:MANAGE] [GROUP:USE]
chmod one.vn.chmod NET:<MANAGEADMIN>
rename one.vn.rename NET:MANAGE
list one.vnpool.info NET:USE
oneuser

oneuser command

XML-RPC Method

Auth. Request

create one.user.allocate USER:CREATE

delete one.user.delete USER:ADMIN

show one.user.info USER:USE

passwd one.user.passwd USER:MANAGE

update one.user.update USER:MANAGE

chauth one.user.chauth USER:ADMIN

quota one.user.quota USER:ADMIN

chgrp one.user.chgrp USER:MANAGE GROUP:USE

addgroup one.user.addgroup USER:MANAGE
GROUP:MANAGE

delgroup one.user.delgroup USER:MANAGE
GROUP:MANAGE

encode . .

list one.userpool.info USER:USE

. one.userquota.info .
defaultquota one.userquota.update group
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onedatastore
oneimage command XML-RPC Method Auth. Request
create one.datastore.allocate | DATASTORE:CREATE
delete one.datastore.delete DATASTORE:ADMIN
show one.datastore.info DATASTORE:USE
update one.datastore.update DATASTORE:MANAGE
rename one.datastore.rename | DATASTORE:MANAGE
chown chgrp one.datastore.chown DATASTORE:MANAGE [USER:MANAGE] [GROUP:USE]
chmod one.datastore.chmod DATASTORE:<MANAGE ADMIN>
list one.datastorepool.info | DATASTORE:USE
oneimage
oneimage command XML-RPC Method | Auth. Request
persistent nonpersistent | one.image.persistent IMAGE:MANAGE
enable disable one.image.enable IMAGE:MANAGE
chtype one.image.chtype IMAGE:MANAGE
update one.image.update IMAGE:MANAGE
create one.image.allocate IMAGE:CREATE DATASTORE:USE
clone one.image.clone IMAGE:CREATE IMAGE:USE
delete one.image.delete IMAGE:MANAGE
show one.image.info IMAGE:USE
chown chgrp one.image.chown IMAGE:MANAGE [USER:MANAGE] [GROUP:USE]
chmod one.image.chmod IMAGE:<MANAGE ADMIN>
rename one.image.rename IMAGE:MANAGE
list top one.imagepool.info IMAGE:USE
oneacl
oneacl command | XML-RPC Method | Auth. Request
create one.acl.addrule ACL:MANAGE
delete one.acl.delrule ACL:MANAGE
list one.acl.info ACL:MANAGE
oneacct

command XML-RPC Method Auth. Request

oneacct one.vmpool.accounting | VM:USE

3.1. XML-RPC API
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documents

XML-RPC Method

Auth. Request

one.document.update DOCUMENT:MANAGE
one.document.allocate | DOCUMENT:CREATE
one.document.delete DOCUMENT:-MANAGE
one.document.info DOCUMENT:USE

one.document.chown

DOCUMENT:MANAGE [USER:MANAGE] [GROUP:USE]

one.document.chmod

DOCUMENT:<MANAGE ADMIN>

one.document.rename

DOCUMENT:MANAGE

one.documentpool.info

DOCUMENT:USE

system

command

XML-RPC Method

Auth. Request

one.system.version

one.system.config group

3.1.2 Actions for Templates Management

one.template.allocate

* Description: Allocates a new template in OpenNebula.

¢ Parameters

Type | Data Description
Type
IN String The session string.
IN String A string containing the template contents. Syntax can be the usual attribute=value
or XML.
OUT | Boolean true or false whenever is successful or not
OUT | Int/String The allocated resource ID / The error string.
OUT | Int Error code.

one.template.clone

* Description: Clones an existing virtual machine template.

¢ Parameters

Type | Data Type | Description
IN String The session string.
IN Int The ID of the template to be cloned.
IN String Name for the new template.
ouT Boolean true or false whenever is successful or not
ouT Int/String The new template ID / The error string.
ouT Int Error code.
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one.template.delete

 Description: Deletes the given template from the pool.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.template.instantiate

* Description: Instantiates a new virtual machine from a template.

¢ Parameters

Type Data Description
Type

IN | String | The session string.

IN Int The object ID.

IN String Name for the new VM instance. If it is an empty string, OpenNebula will assign one
automatically.

IN | Boolean| False to create the VM on pending (default), True to create it on hold.

IN String A string containing an extra template to be merged with the one being instantiated. It can be
empty. Syntax can be the usual attribute=value or XML.

OUT| Boolean | true or false whenever is successful or not

OUT| Int/String The new virtual machine ID / The error string.

OUT| Int Error code.

one.template.update

* Description: Replaces the template contents.

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

IN String The new template contents. Syntax can be the usual attribute=value or XML.

IN Int Update type: 0: replace the whole template. 1: Merge new template with the existing one.
ouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.template.chmod

* Description: Changes the permission bits of a template.

¢ Parameters

3.1. XML-RPC API
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Type Data Type | Description

IN String The session string.

IN Int The object ID.

IN Int USER USE bit. If set to -1, it will not change.

IN Int USER MANAGE bit. If set to -1, it will not change.
IN Int USER ADMIN bit. If set to -1, it will not change.

IN Int GROUP USE bit. If set to -1, it will not change.

IN Int GROUP MANAGE bit. If set to -1, it will not change.
IN Int GROUP ADMIN bit. If set to -1, it will not change.
IN Int OTHER USE bit. If set to -1, it will not change.

IN Int OTHER MANAGE bit. If set to -1, it will not change.
IN Int OTHER ADMIN bit. If set to -1, it will not change.
ouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.template.chown

* Description: Changes the ownership of a template.

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

IN Int The User ID of the new owner. If set to -1, the owner is not changed.
IN Int The Group ID of the new group. If set to -1, the group is not changed.
ouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.template.rename

* Description: Renames a template.

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

IN String The new name.

ouT Boolean true or false whenever is successful or not
ouT Int/String The VM ID / The error string.

ouT Int Error code.

one.template.info

* Description: Retrieves information for the template.

¢ Parameters
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Type Data Type | Description

IN String The session string.

IN Int The object ID.

ouT Boolean true or false whenever is successful or not
ouT String The information string / The error string.
ouT Int Error code.

one.templatepool.info

 Description: Retrieves information for all or part of the Resources in the pool.

¢ Parameters

Type| Data Description
Type
IN String The session string.
IN Int Filter flag - < = -3: Connected user’s resources - -2: All resources - -1: Connected user’s and
his group’s resources - > = 0: UID User’s Resources
IN Int Range start ID. Can be -1.
IN Int Range end ID. Can be -1.
OUT | Boolean | true or false whenever is successful or not
OUT | String The information string / The error string.
OUT| Int Error code.

The range can be used to retrieve a subset of the pool, from the ‘start’ to the ‘end’ ID. To retrieve the complete pool,

use (-1,

—1); to retrieve all the pool from a specific ID to the last one, use (<id>,

elements up to an ID, use (0, <id>).

3.1.3 Actions for Virtual Machine Management

The VM Life Cycle is explained in this diagram:.

—1), and to retrieve the first

3.1. XML-RPC API
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It contains all the LifeCycleManager states, and the transitions triggered by the onevm commands. It is intended to be
consulted by developers.

The simplified diagram used in the Virtual Machine Instances documentation uses a smaller number of state names.
These names are the ones used by onevm list, e.g. prolog, prolog_migrate and prolog_resume are all presented as
prol. Itis intended as a reference for end-users.

one.vm.allocate

* Description: Allocates a new virtual machine in OpenNebula.

¢ Parameters
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Type | Data Description
Type
IN String The session string.
IN String A string containing the template for the vm. Syntax can be the usual

attribute=value or XML.

IN Boolean

False to create the VM on pending (default), True to create it on hold.

OUT | Boolean

true or false whenever is successful or not

OUT | Int/String

The allocated resource ID / The error string.

OUT | Int

Error code.

one.vm.deploy

* Description:

¢ Parameters

initiates the instance of the given vmid on the target host.

Type Data Description
Type
IN String The session string.
IN Int The object ID.
IN Int The Host ID of the target host where the VM will be deployed.
IN Int The Datastore ID of the target system datastore where the VM will be deployed. It is optional,
and can be set to -1 to let OpenNebula choose the datastore.
IN Boolean | true to enforce the Host capacity is not overcommitted.
OUT| Boolean | true or false whenever is successful or not
OUT| Int/String The VM ID / The error string.
OUT| Int Error code.

one.vm.action

* Description: submits an action to be performed on a virtual machine.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN String the action name to be performed, see below.
IN Int The object ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The VM ID / The error string.

ouT Int Error code.

The action String must be one of the following:

¢ shutdown

shutdown-hard
hold

release

stop

suspend
resume

boot

3.1. XML-RPC API
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* delete

¢ delete-recreate
* reboot

* reboot-hard

* resched

* unresched

¢ poweroff

¢ poweroff-hard
* undeploy

* undeploy-hard

one.vm.migrate

* Description: migrates one virtual machine (vid) to the target host (hid).

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

IN Int the target host id (hid) where we want to migrate the vm.

IN Boolean if true we are indicating that we want livemigration, otherwise false.
IN Boolean true to enforce the Host capacity is not overcommitted.

ouT Boolean true or false whenever is successful or not

ouT Int/String The VM ID / The error string.

ouT Int Error code.

one.vm.savedisk

* Description: Sets the disk to be saved in the given image.

¢ Parameters

Type| Data Description

Type
IN String The session string.
IN Int The object ID.
IN Int Disk ID of the disk we want to save.
IN String Name for the new Image where the disk will be saved.

IN String Type for the new Image. If it is an empty string, then the default one will be used. See the

existing types in the Image template reference.

IN Boolean | True to save the disk immediately, false will perform the operation when the VM shuts down.

OUT | Boolean | true or false whenever is successful or not

OUT | Int/String| The new allocated Image ID / The error string.

OUT | Int Error code.

one.vm.attach

¢ Description: Attaches a new disk to the virtual machine
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¢ Parameters

Type | Data Description
Type
IN String The session string.
IN Int The object ID.
IN String A string containing a single DISK vector attribute. Syntax can be the usual
attribute=value or XML.
OUT | Boolean true or false whenever is successful or not
OUT | Int/String | The VM ID / The error string.
OUT | Int Error code.

one.vm.detach

* Description: Detaches a disk from a virtual machine

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

IN Int The disk ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The VM ID / The error string.

ouT Int Error code.

one.vm.attachnic

* Description: Attaches a new network interface to the virtual machine

¢ Parameters

Type | Data Description
Type
IN String The session string.
IN Int The object ID.
IN String A string containing a single NIC vector attribute. Syntax can be the usual
attribute=value or XML.
OUT | Boolean true or false whenever is successful or not
OUT | Int/String | The VM ID / The error string.
OUT | Int Error code.

one.vm.detachnic

* Description: Detaches a network interface from a virtual machine

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

IN Int The nic ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The VM ID / The error string.

ouT Int Error code.

3.1. XML-RPC API
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one.vm.chmod

* Description: Changes the permission bits of a virtual machine.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

IN Int USER USE bit. If set to -1, it will not change.

IN Int USER MANAGE bit. If set to -1, it will not change.
IN Int USER ADMIN bit. If set to -1, it will not change.

IN Int GROUP USE bit. If set to -1, it will not change.

IN Int GROUP MANAGE bit. If set to -1, it will not change.
IN Int GROUP ADMIN bit. If set to -1, it will not change.
IN Int OTHER USE bit. If set to -1, it will not change.

IN Int OTHER MANAGE bit. If set to -1, it will not change.
IN Int OTHER ADMIN bit. If set to -1, it will not change.
ouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.vm.chown

* Description: Changes the ownership of a virtual machine.

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

IN Int The User ID of the new owner. If set to -1, the owner is not changed.
IN Int The Group ID of the new group. If set to -1, the group is not changed.
ouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.vim.rename

¢ Description: Renames a virtual machine

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

IN String The new name.

ouT Boolean true or false whenever is successful or not
ouT Int/String The VM ID / The error string.

ouT Int Error code.

one.vm.shapshotcreate

* Description: Creates a new virtual machine snapshot

28
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¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

IN String The new snapshot name. It can be empty.
ouT Boolean true or false whenever is successful or not
ouT Int/String The new snapshot ID / The error string.
ouT Int Error code.

one.vm.snapshotrevert

* Description: Reverts a virtual machine to a snapshot

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

IN Int The snapshot ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The VM ID / The error string.

ouT Int Error code.

one.vm.snapshotdelete

* Description: Deletes a virtual machine snapshot

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

IN Int The snapshot ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The VM ID / The error string.

ouT Int Error code.

one.vim.resize

¢ Description: Changes the capacity of the virtual machine

¢ Parameters

Type Data Description
Type
IN | String | The session string.
IN | Int The object ID.
IN | String | Template containing the new capacity elements CPU, VCPU, MEMORY. If one of them is not
present, or its value is 0, it will not be resized.
IN | Boolean| true to enforce the Host capacity is not overcommitted. This parameter is only acknoledged for

users in the oneadmin group, Host capacity will be always enforced for regular users.

ouT

Boolean| true or false whenever is successful or not

ouT

Int/String The VM ID / The error string.

ouT

Int Error code.

3.1. XML-RPC API
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one.vm.update

¢ Description: Replaces the user template contents.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

IN String The new user template contents. Syntax can be the usual attribute=value or XML.
IN Int Update type: 0: Replace the whole template. 1: Merge new template with the existing one.
ouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.vm.recover

* Description: Recovers a stuck VM that is waiting for a driver operation. The recovery may be done by failing
or succeeding the pending operation. You need to manually check the vm status on the host, to decide if the
operation was successful or not.

¢ Parameters

Type Data Type | Description
IN String The session string.
IN Int The object ID.
IN Boolean Recover the VM by succeeding (true) of failing (false) the pending action
ouT Boolean true or false whenever is successful or not
ouT Int/String The resource ID / The error string.
ouT Int Error code.
one.vm.info

¢ Description: Retrieves information for the virtual machine.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

ouT Boolean true or false whenever is successful or not
ouT String The information string / The error string.
ouT Int Error code.

onhe.vm.monitoring

 Description: Returns the virtual machine monitoring records.

¢ Parameters

Type Data Type | Description
IN String The session string.
IN Int The object ID.
ouT Boolean true or false whenever is successful or not
ouT String The monitoring information string / The error string.
ouT Int Error code.
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The monitoring information returned is a list of VM elements. Each VM element contains the complete xml of the

VM with the updated information returned by the poll action.
For example:

<MONITORING_DATA>
<VM>

<LAST_POLL>123</LAST_POLL>

</VM>
<VM>

<LAST_POLL>456</LAST_POLL>

</VM>
</MONITORING_DATA>

one.vmpool.info

* Description: Retrieves information for all or part of the VMs in the pool.

¢ Parameters

Type| Data Description
Type

IN String The session string.

IN Int Filter flag - < = -3: Connected user’s resources - -2: All resources - -1: Connected user’s and
his group’s resources - > = 0: UID User’s Resources

IN Int Range start ID. Can be -1.

IN Int Range end ID. Can be -1.

IN Int VM state to filter by.

OUT | Boolean | true or false whenever is successful or not

OUT | String The information string / The error string.

OUT | Int Error code.

The range can be used to retrieve a subset of the pool, from the ‘start’ to the ‘end’ ID. To retrieve the complete pool,

use (-1, -—1); toretrieve all the pool from a specific ID to the last one, use (<id>,
elements up to an ID, use (0, <id>).

The state filter can be one of the following:

Value State

-2 Any state, including DONE
-1 Any state, except DONE
0 INIT

1 PENDING

2 HOLD

3 ACTIVE

4 STOPPED

5 SUSPENDED

6 DONE

7 FAILED

—1), and to retrieve the first

3.1. XML-RPC API
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one.vmpool.monitoring

* Description: Returns all the virtual machine monitoring records.

¢ Parameters

Type| Data Description

Type
IN String The session string.
IN Int Filter flag - < = -3: Connected user’s resources - -2: All resources - -1: Connected user’s and

his group’s resources - > = 0: UID User’s Resources
OUT | Boolean | true or false whenever is successful or not

OUT | String The information string / The error string.

OUT| Int Error code.

See one.vm.monitoring.
Sample output:

<MONITORING_DATA>
<VM>
<ID>0</ID>
<LAST_POLL>123</LAST_POLL>

</VM>

<VM>
<ID>0</ID>
<LAST_POLL>456</LAST_POLL>

</VM>

<VM>
<ID>3</ID>
<LAST_POLL>123</LAST_POLL>

</VM>

<VM>
<ID>3</1ID>
<LAST_POLL>456</LAST_POLL>

</VM>
</MONITORING_DATA>
one.vmpool.accounting

* Description: Returns the virtual machine history records.

¢ Parameters
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Type| Data Description
Type

IN String The session string.

IN Int Filter flag - < = -3: Connected user’s resources - -2: All resources - -1: Connected user’s and
his group’s resources - > = 0: UID User’s Resources

IN Int Start time for the time interval. Can be -1, in which case the time interval won’t have a left
boundary.

IN Int End time for the time interval. Can be -1, in which case the time interval won’t have a right
boundary.

OUT | Boolean | true or false whenever is successful or not

OUT | String The information string / The error string.

OUT | Int Error code.

The XML output is explained in detail in the “oneacct” guide.

3.1.4 Actions for Hosts Management

one.host.allocate

¢ Description: Allocates a new host in OpenNebula

¢ Parameters

Type Data Description
Type

IN String The session string.

IN String Hostname of the machine we want to add

IN String The name of the information manager (im_mad_name), this values are taken from the oned.conf
with the tag name IM_MAD (name)

IN String The name of the virtual machine manager mad name (vmm_mad_name), this values are taken
from the oned.conf with the tag name VM_MAD (name)

IN String The name of the virtual network manager mad name (vom_mad_name), see the Networking
Subsystem documentation

IN Int The cluster ID. If it is -1, this host won’t be added to any cluster.

OUT| Boolean | true or false whenever is successful or not

OUT| Int/String The allocated Host ID / The error string.

OUT| Int Error code.

one.host.delete

¢ Description:

¢ Parameters

Deletes the given host from the pool

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.host.enable

* Description: Enables or disables the given host
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¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The Host ID.

IN Boolean Set it to true/false to enable or disable the target Host.
ouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.host.update

* Description: Replaces the host’s template contents.

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

IN String The new template contents. Syntax can be the usual attribute=value or XML.

IN Int Update type: 0: Replace the whole template. 1: Merge new template with the existing one.
ouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.host.rename

¢ Description: Renames a host.

e Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

IN String The new name.

ouT Boolean true or false whenever is successful or not
ouT Int/String The VM ID / The error string.

ouT Int Error code.

one.host.info

¢ Description: Retrieves information for the host.

¢ Parameters

Type | Data Type | Description
IN String The session string.
IN Int The object ID.
ouT Boolean true or false whenever is successful or not
ouT String The information string / The error string.
ouT Int Error code.
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one.host.monitoring

* Description: Returns the host monitoring records.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

ouT Boolean true or false whenever is successful or not

ouT String The monitoring information string / The error string.
ouT Int Error code.

The monitoring information returned is a list of HOST elements. Each HOST element contains the complete xml of
the host with the updated information returned by the poll action.

For example:

<MONITORING_DATA>
<HOST>

;ﬁ;s T_MON_TIME>123</LAST_MON_TIME>
</Hoéf;
<HOST>
;LAST_MON_TIME>456</LAST_MON_TIME>
</Hoéf;

</MONITORING_DATA>

one.hostpool.info

 Description: Retrieves information for all the hosts in the pool.

¢ Parameters

Type Data Type | Description

IN String The session string.

ouT Boolean true or false whenever is successful or not
ouT String The information string / The error string.
ouT Int Error code.

one.hostpool.monitoring

* Description: Returns all the host monitoring records.

¢ Parameters

Type Data Type | Description

IN String The session string.

ouT Boolean true or false whenever is successful or not
ouT String The information string / The error string.
ouT Int Error code.

Sample output:
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<MONITORING_DATA>
<HOST>
<ID>0</ID>
<LAST_MON_TIME>123</LAST_MON_TIME>
</HOST>
<HOST>
<ID>0</ID>
<LAST_MON_TIME>456</LAST_MON_TIME>
</HOST>
<HOST>
<ID>3</ID>
<LAST_MON_TIME>123</LAST_MON_TIME>
</HOST>
<HOST>
<ID>3</ID>
<LAST_MON_TIME>456</LAST_MON_TIME>
</HOST>
</MONITORING_DATA>

3.1.5 Actions for Cluster Management

one.cluster.allocate

* Description: Allocates a new cluster in OpenNebula.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN String Name for the new cluster.

OouT Boolean true or false whenever is successful or not

ouT Int/String

The allocated cluster ID / The error string.

OouT Int Error code.

one.cluster.delete

 Description: Deletes the given cluster from the pool.

¢ Parameters

Type Data Type | Description
IN String The session string.
IN Int The object ID.

OouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

OouT Int Error code.

one.cluster.update

* Description: Replaces the cluster template contents.
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¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

IN String The new template contents. Syntax can be the usual attribute=value or XML.

IN Int Update type: 0: Replace the whole template. 1: Merge new template with the existing one.
ouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.cluster.addhost

* Description: Adds a host to the given cluster.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The cluster ID.

IN Int The host ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.cluster.delhost

* Description: Removes a host from the given cluster.

e Parameters

Type Data Type | Description

IN String The session string.

IN Int The cluster ID.

IN Int The host ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.cluster.adddatastore

* Description: Adds a datastore to the given cluster.

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The cluster ID.

IN Int The datastore ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The resource ID / The error string.

ouT Int Error code.
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one.cluster.deldatastore

* Description: Removes a datastore from the given cluster.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The cluster ID.

IN Int The datastore ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.cluster.addvnet

* Description: Adds a vnet to the given cluster.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The cluster ID.

IN Int The vnet ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.cluster.delvnet

* Description: Removes a vnet from the given cluster.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The cluster ID.

IN Int The vnet ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The resource ID / The error string.

ouT Int Error code.

one.cluster.rename

* Description: Renames a cluster.

¢ Parameters

Type | Data Type | Description
IN String The session string.
IN Int The object ID.
IN String The new name.
ouT Boolean true or false whenever is successful or not
ouT Int/String The VM ID / The error string.
ouT Int Error code.
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one.cluster.info

* Description: Retrieves information for the cluster.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

ouT Boolean true or false whenever is successful or not
ouT String The information string / The error string.
ouT Int Error code.

one.clusterpool.info

* Description: Retrieves information for all the clusters in the pool.

¢ Parameters

Type | Data Type | Description

IN String The session string.

ouT Boolean true or false whenever is successful or not
ouT String The information string / The error string.
ouT Int Error code.

3.1.6 Actions for Virtual Network Management

one.vn.allocate

* Description: Allocates a new virtual network in OpenNebula.

¢ Parameters

Type | Data Description
Type
IN String The session string.
IN String A string containing the template of the virtual network. Syntax can be the usual
attribute=value or XML.
IN Int The cluster ID. If it is -1, this virtual network won’t be added to any cluster.
OUT | Boolean true or false whenever is successful or not
OUT | Int/String | The allocated resource ID / The error string.
OUT | Int Error code.

one.vn.delete

* Description: Deletes the given virtual network from the pool.

¢ Parameters

Type | Data Type | Description

IN String The session string.

IN Int The object ID.

ouT Boolean true or false whenever is successful or not
ouT Int/String The resource ID / The error string.

ouT Int Error code.
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one.vn.addleases

* Description: Adds a new lease to the virtual network. Only available for FIXED networks.

¢ Parameters

Type Data Type | Description

IN String The session string.

IN Int The object ID.

IN String template of the lease to add. Syntax can be the usual attribute=value or XML, see below.
ouT Boolean true or false whenever is successful or not

ouT Int/String The resource ID / The error string.

ouT Int Error code.

Examples of valid templates:

LEASES=[IP=192.168.0.5]

LEASES=[IP=192.168.0.5, MAC=50:20:20:20:20:20]

<TEMPLATE>
<LEASES>

<IP>192.168.0.5</IP>

</LEASES>
</TEMPLATE>

<TEMPLATE>
<LEASES>

<IP>192.168.0.5</IP>

<MAC>MAC=50:20:20:20:20:20</MAC>

</LEASES>
</TEMPLATE>

one.vn.rmleases

* Description: Removes a lease from the virtual network. Only available for FIXED networks.

¢ Parameters

Type Data Type | Description
IN String The session string.
IN Int The object ID.
IN String template of the lease to remove. Syntax ca